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UoC? UoC Title UoC Title (Chinese) QF Level SCS Functional

Area

Revision /
director adoption

from existing UoCs
(if any)

Existing UoC Title IoT eSports
Technology

Information
Security Cloud AI/ML Data

Science
Strategic

Management

111104L4 Revision Yes Implementing monitoring equipment to monitor
infrastructure failure and security breaches 實施設備監控，以監控基建故障和安全性漏洞 4 CIS Network

Infrastructure ITCSNO431A Implementing monitoring equipment to monitor
infrastructure failure and security breaches Yes Yes

111105L4 Revision Yes Develop a plan to monitor network infrastructure
performance 管理網絡基礎設施性能 4 CIS Network

Infrastructure
108058L3

ITCSNO418A
Monitor performance of digital media infrastructure
Analysing performance reports Yes Yes

111106L3 Revision Yes Perform installation, configuration and testing of network
equipment and devices 進行網絡設備的安裝，配置和測試 3 CIS

Network
Infrastructure
and Operation

ITCSNO306A Perform installation, configuration and testing of network
equipment Yes

111107L4 Revision Yes Perform network testing 進行網絡測試 4 CIS
Network

Infrastructure
and Operation

ITCSNO424A Perform network testing Yes

111108L6 Revision Yes Develop digital content delivery network strategy 開發數碼內容傳遞網絡策略 6 DMT DMT
Architecture 108052L6 Develop content delivery network strategy for digital

media business Yes

111109L7 Revision Yes Formulate digital marketing strategy 制定數碼營銷策略 7 DMT Marketing
Management 107914L7 Formulate digital marketing strategy Yes

111110L6 Revision Yes Formulate digital marketing strategy for Mainland China 制定在中國內地使用的數碼營銷策略 6 DMT Marketing
Management 108027L6 Formulate digital marketing strategy for Mainland China Yes

111111L5 New N/A Evaluate and acquire appropriate tournament license for
an eSports event 評估並獲得適當的電子競技活動的比賽許可證 5 DMT Operational

Management - - Yes

111112L5 New N/A Implement algorithms and methods of image processing 實施圖像處理的算法和方法 5 DMT Operational
Management - - Yes

111113L5 New N/A Manage and monitor IT service delivery of an eSports
event 管理和監控電競賽事的資訊科技服務交付 5 DMT Operational

Management - - Yes

111114L5 New N/A Manage video streaming and broadcasting. 管理視頻串流和廣播 5 DMT Operational
Management - - Yes

111115L4 Revision Yes Create motion graphics 創作動態圖形 4 DMT Operational
Management 107944L4 Create motion graphics Yes

111116L4 New N/A Analyze the technical requirements of setting up an
streaming framework 分析和建立串流媒體框架的技術要求 4 DMT Operational

Management - - Yes

111117L4 New N/A Carry out live streaming with various audio and visual
compoents 用各種音頻和視頻組件進行直播 4 DMT Operational

Management - - Yes

111118L4 New N/A Setup the online streaming platform and application 設置在線串流媒體平臺和應用程式 4 DMT Operational
Management - - Yes

111119L3 Revision Yes Prepare for live video and audio capture 準備實時視頻和音頻擷取 3 DMT Operational
Management 107970L3 Prepare for digital video capture Yes

111120L4 Revision No Install and configuration of internet server application 安裝及設定互聯網伺服器應用程式 4 O&S Network Support 107882L3 Install and configure client/server application Yes Yes Yes

111121L4 Revision No Apply diagnostic and troubleshooting skills to solve
hardware, software and networking related issues.

應用診斷和故障排除技能來解決硬件、軟件和
網絡相關問題

4 O&S System &
Hardware

107884L3
107905L3
107906L3

Troubleshoot network issues
Troubleshoot client device hardware issues
Troubleshoot Operating System issues

Yes Yes Yes Yes

111122L2 Revision Yes Record problem/fault reports 記錄問題/錯誤報告 2 O&S System &
Hardware ITCSNO207A Record problem/fault reports Yes

111123L6 Revision Yes Define data governance policies and architecture
principles 訂定資料管理政策和架構原則 6 SW Architecture ITSWAR608A Define data manage policies and architecture principles Yes Yes Yes

111124L6 Revision Yes Develop application integration architecture 發展應用系統綜合架構模式 6 SW Architecture ITSWAR617A
ITSWAR618A

Recommend application integration architecture models
Develop application integration architecture resources Yes Yes

111125L6 Revision Yes Review, design and re-engineer business processes to
form a new business architecture

檢討、設計及重整業務程序以建立新的商業架
構

6 SW Architecture ITSWAR607A Review, design and re-engineer business processes to
form a new business architecture Yes Yes

111126L6 Revision Yes Determine technology mix for the design and
development of embedded software systems 確定嵌入式軟件系統的設計和發展的技術組合 6 SW Architecture ITSWAR620A Determine technology mix for the design and

development of embedded software systems Yes

111127L5 Revision Yes Define metrics to ensure that a technology architecture
meets the business goals 訂定度量指標， 確保技術架構符合企業目標 5 SW Architecture ITSWAR508A Define metrics to ensure that a technology architecture

meets the business goals Yes Yes Yes Yes

List of UoCs for the updates of SCS for ICT industry

Relevant Areas
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111128L5 Revision No Develop the microservice architecture 開發微服務架構 5 SW Architecture ITSWAR501A Evaluate and select architecture design options and
related architecture artefacts Yes

111129L5 Revision Yes Model technology architecture 塑造技術架構 5 SW Architecture ITSWAR507A Model technology architecture Yes

111130L4 New N/A Analyse the performance, latency and accessibility of
systems 分析系統的性能、延遲和可存取性 4 SW Architecture - - Yes Yes Yes

111131L5 New N/A
Develop and perform data acquisition and collection
processes and conduct pre-processing and exploratory
data analysis

制定並執行數據採集和收集程序，進行預處理
和探索性數據分析

5 SW Data Science - - Yes Yes

111132L6 New N/A
Develop compliance framework for the meeting of
ethical and regulatory requirements related to enterprise
data

制定合規框架，以滿足與企業數據相關的道德
和法規要求

6 SW Data Science - - Yes

111133L6 New N/A Define data classification policy for enterprise 為企業定義數據分類策略 6 SW Data Science - - Yes

111134L6 New N/A Enforce enterprise data standards for business needs 根據業務需求實施企業數據標準 6 SW Data Science - - Yes

111135L6 New N/A Understand the use of data concepts and topologies to
design data topology suitable for an enterprise 瞭解數據概念和拓撲的使用 6 SW Data Science - - Yes

111136L6 New N/A Identify and evaluate the data sources to fulfil the data
requirements in support of business objectives

識別和評估數據源，以滿足支援業務目標的數
據要求

6 SW Data Science - - Yes

111137L6 New N/A Manage and implement different data acquisition options
for the identified internal or external sources

為確定內部或外部源，管理和實施不同的數據
採集選項

6 SW Data Science - - Yes

111138L6 Revision Yes Define and establish the data architectures 訂定和建立資料架構 6 SW Data Science ITSWAR610A Define and establish a data architectures Yes

111139L6 Revision Yes Check usability of a target data architecture 檢查目標資料架構的實用性 6 SW Data Science ITSWAR612A Check usability of a target data architecture Yes

111140L6 New N/A Conduct and review pre-processing and transformation of
the data with data quality assessment

通過數據品質評估進行和審查數據的預處理和
轉換

6 SW Data Science N/A N/A Yes

111141L6 New N/A
Appraise and select the appropriate data management
tools and services to manage the target data based on
different requirements

根據不同的需求，評估並選擇合適的數據管理
工具、服務和/或平臺，以管理目標數據

6 SW Data Science N/A N/A Yes

111142L6 Revision No Design customised data management tools and services
to manage the target data for an organisation

根據不同數據管理需求和目標，設計開發數據
管理工具和服務

6 SW Data Science ITSWDM501A Formulate, analyse, and develop requirements for the
development of software products / services Yes Yes

111143L6 Revision No
Perform the overall data management processes from the
in-house, outsourced or hybrid tools/services/platforms
using the identified tools.

使用特定工具執行數據流程管理 6 SW Data Science ITSWOS413A Deliver the database operations services Yes

111144L6 New N/A
Appraise, select and integrate the appropriate data
analytics and/or modelling solutions to perform the data
analytics process based on different requirements

評估、選擇和整合適當的數據分析和/或建模解
決方案，以根據不同的要求執行數據分析過程

6 SW Data Science - - Yes

111145L6 New N/A Build the analytics solutions/models to support better
business decisions and improve performance

構建分析解決方案/模型，以支援更好的業務決
策並提高經營業績

6 SW Data Science - - Yes

111146L6 New N/A
Perform model training, testing and validation in
evaluating and optimising the model based on various
metrics

執行模型訓練、測試和驗證，以根據各種指標
評估和優化模型

6 SW Data Science - - Yes

111147L6 Revision No Plan and develop the analytics and modeling tools 規劃和開發分析和建模工具 6 SW Data Science 1. ITSWSM503A
2. ITSWDM504A

1. Formulate IT plans
2. Develop programme modules of the software based on
its design documents

Yes Yes

111148L6 New N/A
Understanding the use of data visualisation and the
factors in selecting and using various data visualisation
tools

瞭解數據可視化的使用，以及選擇和使用各種
數據可視化工具的因素

6 SW Data Science - - Yes

111149L6 New N/A Appraise the various data visualisation tools and select
the appropriate tools according to user requirements

評估各種數據可視化工具，並根據使用者要求
選擇合適的工具

6 SW Data Science - - Yes

111150L6 Revision No Design customised data visualisation tools based on the
business requirements

根據業務需求，規劃和開發專門的數據可視化
工具

6 SW Data Science 1. ITSWSM503A
2. ITSWDM504A

1. Formulate IT plans
2. Develop programme modules of the software based on
its design documents

Yes
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111151L4 New N/A Utilise the preset data visualisation dashboard/display
tools for visual data representations 瞭解並利用預設的數據可視化儀錶板/顯示工具 4 SW Data Science - - Yes

111152L6 New N/A
Develop clear and actionable recommendations based on
the analysis results to the stakeholders for decision
support

根據分析結果為持份者制定清晰且可操作的建
議，以便為決策提供支援

6 SW Data Science - - Yes

111153L6 New N/A Keep awareness towards autonomous decision making
process on the impact of business 保持自主決策過程對業務影響的意識 6 SW Data Science - - Yes

111154L6 New N/A Perform and evaluate the autonomous decision making
process 執行和評估自主決策過程 6 SW Data Science - - Yes

111155L6 Revision Yes Define a system migration plan 訂定系統遷移計劃 6 SW
Design,

Development &
Maintenance

ITSWDM611A Define a software deployment / migration plan Yes Yes Yes

111156L5 Revision No Develop data analysis programmes in enterprise
intelligence systems 制定企業情報的數據分析方案 5 SW

Design,
Development &

Maintenance

109398L5 (From
Banking SCS)

Develop data analysis programmes in enterprise
intelligence systems Yes

111157L6 Revision Yes Perform risk assessment on system migration 執行系統遷移的風險評估 6 SW
Design,

Development &
Maintenance

ITSWDM610A Perform risk assessment on software deployment and
migration Yes

111158L5 New N/A Perform statistical analysis and refine the operational
decision-making process 進行統計分析並精簡業務決策過程 5 SW

Design,
Development &

Maintenance
- - Yes

111159L4 Revision Yes Verify and validate that the deployed / migrated software
and the existing software are functioning properly

核實和確認部署/遷移的軟件和現有的軟件的正
常運作

4 SW
Design,

Development &
Maintenance

ITSWDM405A
Verify and validate that the deployed/migrated software
and the existing software are functioning properly in the
context of deploying and migrating software

Yes Yes Yes

111160L4 Revision Yes Perform system testing against user, technical and
hosting requirements 針對用戶、技術和託管要求執行系統測試 4 SW

Design,
Development &

Maintenance
ITSWDM401A Perform testing activities to facilitate different levels of

testing Yes Yes Yes Yes

111161L5 Revision Yes Acquire and protect the copyrights and IP rights related
to IT 獲取和保修與資訊科技有關的版權和知識產權 5 SW Generic Skills ITSWGS523A Acquire and protect the copyrights and IP rights related to

IT Yes

111162L4 Revision No Define user requirements 定義用戶需求 4 SW Generic Skills ITSWGS512A Communicate (oral and written) technical information Yes Yes Yes Yes

111163L4 New N/A Manage organization resources for implementation
across multiple processing environment 管理企業資源，以便實施跨平臺環境 4 SW Generic Skills - - Yes

111164L6 Revision Yes Develop information security standard, policies and
guidelines for the organization 為企業制訂網絡安全標準、政策和準則 6 SW Information

Security

ITCSPL606A
109366L6 (from Retail

Banking SCS)

Establish security policy for the products / services
Formulate IT and cybersecurity policies, roadmaps and
strategies

Yes

111165L6 Revision Yes Develop response and recovery plans 制訂應變和復原計劃 6 SW Information
Security ITSWIS614A Develop response and recovery plans Yes

111166L6 Revision Yes Review key controls metrics regularly to fulfill the
security standard 定期檢討關鍵績效指標以達到保安標準 6 SW Information

Security ITSWIS609A Establish metrics to manage information security
governance framework Yes Yes

111167L6 New N/A Design the digital forensic process in terms of technical
and legal aspects 從技術和法律方面設計數碼鑑識過程 6 SW Information

Security - - Yes

111168L6 New N/A Design the evaluation criteria security test plans 設計評價標準安全測試計劃 6 SW Information
Security - - Yes

111169L5 Revision No Conduct investigation of Information Security Incidents 進行資訊保安個案調查 5 SW Information
Security

106760L5
(Private banking) Conduct security investigation Yes

111170L5 New

Yes
( replace

ITSWIS614A
only)

Develop procedures to implement incident response plan 制定程序以實施事件應對計劃 5 SW Information
Security

ITSWIS511A
ITSWIS614A

Manage the execution of response and response plan
Develop response and recovery plans Yes Yes Yes

111171L5 Revision Yes
Develop procedures to maintain and comply with the
information security standard and policies of the
organisation

制定程序以維護和遵守企業的網絡安全標準和
政策

5 SW Information
Security ITSWIS506A Develop information security practices and procedures Yes

111172L5 Revision No Develop secure computer networking applications 開發安全的電腦網絡應用程式 5 SW Information
Security ITSWAR507A Model technology architecture Yes

111173L5 Revision No Evaluate the results of application security assessment
for improvement recommendation

評估應用程式的安全評估結果，並提出改進建
議

5 SW Information
Security ITSWDM602A Propose a high level design (HLD) of the software Yes Yes

111174L5 Revision Yes Identify the potential security threats to the organisation 確定和評估企業的潛在保安風險 5 SW Information
Security ITSWIS605A Identify the potential security threats to the company Yes
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111175L5 Revision Yes Manage the execution of response and recovery plans 處理應變和復原計劃的執行 5 SW Information
Security ITSWIS511A Manage the execution of response and recovery plans Yes

111176L5 Revision Yes Perform network security assessment for the organization 為企業進行網絡安全評估 5 SW Information
Security ITCSNO530A Define network infrastructure access policies Yes

111177L5 Revision Yes Prepare and deliver information system security audit
report 準備和提交資訊系統保安審計報告 5 SW Information

Security ITSWIS514A Prepare and deliver information system security audit
report Yes

111178L5 Revision Yes Prepare documentation to report the security testing and
findings 準備安全測試和結果報告 5 SW Information

Security ITSWIS512A Establish procedures documenting security incident Yes

111179L5 Revision Yes Propose appropriate countermeasures to prevent security
attacks 提出適當的對策以防止安全攻擊 5 SW Information

Security ITSWIS525A Minimize information security risks Yes

111180L5 New Yes Review the possible causes of the threats for remedial
actions recommendation 審查威脅的可能原因，以便建議補救行動 5 SW Information

Security - - Yes

111181L5 New N/A Appraise Open-source intelligence (OSINT)
methodology in the security process

評估安全過程中的開放源碼情報（OSINT）方
法

5 SW Information
Security - - Yes

111182L5 New N/A Appraise the security threats in emerging technologies 評估新興技術中的安全威脅 5 SW Information
Security - - Yes Yes Yes Yes

111183L5 New N/A
Compare the strengths and weaknesses of different
cryptographic algorithms and determine the suitable
algorithm for the company operation

比較不同加密算法的優點和缺點，決定適合企
業運作的算法

5 SW Information
Security - - Yes

111184L5 New N/A
Design and conduct a cyber-attack simulation to evaluate
the effectiveness of cyber defenses across different
technology layers

設計並進行模擬網絡攻擊，以評估不同技術層
的網絡防禦的有效性

5 SW Information
Security - - Yes

111185L5 New N/A Develop risk management process for emerging
technologies 制定新興技術的風險管理程序 5 SW Information

Security - - Yes

111186L5 New N/A Formulate data security and consent policy for emerging
technologies 制訂新興技術的數據安全和同意政策 5 SW Information

Security - - Yes Yes

111187L5 New N/A Implement changes to procedures and controls designed
to enhance the security standard

實施旨在加強安全標準的程序和控制措施的變
化

5 SW Information
Security - - Yes

111188L5 New N/A Manage execution of action plans to ensure safety and
security of IT assets

管理計劃的執行，以確保資訊科技資產的安全
和保障

5 SW Information
Security - - Yes

111189L5 New N/A Perform data loss prevention assessment 進行數據丟失預防評估 5 SW Information
Security - - Yes

111190L4 New N/A Apply suitable network development tools in the
deployment of secure network system

在安全網絡系統的部署中使用合適的網絡開發
工具

4 SW Information
Security - - Yes

111191L4 New No Perform application security assessment for the
organisation 為企業進行應用程式保安評估 4 SW Information

Security - - Yes

111192L4 New N/A Carry out the first line of communication for triggering
client response and alert internal security teams

進行主線的溝通，以觸發客戶的反應，並提醒
內部保安團隊

4 SW Information
Security - - Yes

111193L4 New N/A Maintain security files by receiving, processing and filing
the system data

通過接收、處理和歸檔系統數據，維護安全檔
案

4 SW Information
Security - - Yes

111194L3 New N/A Monitor and perform the system security access checking 監視和執行系統保安存取檢查 3 SW Information
Security - - Yes

111195L3 New N/A
Understand general security and network security
features on various types of platforms to carry out
network security assessment

瞭解不同型平臺的一般保安和網路保安功能 3 SW Information
Security - - Yes Yes Yes

4



New UoC Code Mode of Revision Replace Existing
UoC? UoC Title UoC Title (Chinese) QF Level SCS Functional

Area

Revision /
director adoption

from existing UoCs
(if any)

Existing UoC Title IoT eSports
Technology

Information
Security Cloud AI/ML Data

Science
Strategic

Management

Relevant Areas

111196L5 Revision No Conduct solicitation process in project outsourcing 實施外判項目徵集計劃 5 SW Project
Management

ITSWPM521A
ITSWPM522A

Conduct solicitation planning
Conduct solicitation Yes Yes

111197L5 Revision Yes Conduct solicitation planning 實施徵集計劃 5 SW Project
Management ITSWPM521A Conduct solicitation planning Yes Yes Yes

111198L5 Revision Yes Conduct project closure with respect to time 處理與時間有關的項目結束 5 SW Project
Management ITSWPM505A Conduct project closure with respect to time Yes Yes

111199L4 Revision Yes Analyze the available solutions from IT service providers 分析資訊科技服務提供商的解決方案 4 SW Project
Management ITSWPM523A Conduct source selection and/or contract development Yes Yes Yes Yes Yes

111200L4 Revision Yes Prepare system operation documentation 編制系統操作文檔 4 SW Project
Management ITSWPM403A Establish project communications documentation

requirements Yes Yes Yes

111201L6 Revision Yes Formulate business strategies and policies 制定業務策略及政策 6 SW Strategic
Management ITSWSM602A Formulate business strategies and policies Yes Yes Yes Yes Yes Yes

111202L6 Revision Yes Identify and evaluate information technologies that
support the objectives of an organisation 辨識及評估支援企業的目標的資訊科技 6 SW Strategic

Management ITSWSM612A Identify and evaluate information technologies that
support the objectives of an organisation Yes Yes Yes Yes

111203L6 Revision Yes Maintain the portfolio management with different
stakeholders 維護與不同持份者的投資組合管理 6 SW Strategic

Management ITSWGS618A Manage and maintain the portfolio and relationship with
business partners Yes Yes

111204L6 Revision No Manage IT service management strategy 管理資訊科技服務管理策略 6 SW Strategic
Management ITSWGS620A Understand IT operations and IT processing Yes

111205L6 Revision Yes Review and comply with organisational policies and
procedures, relevant laws and regulatory requirements

檢討及遵從企業的政策和程序、相關法律和監
管要求

6 SW Strategic
Management

ITSWGS624A
ITSWGS602A

Comply with relevant laws and regulatory requirements
Comply with organisational policies and procedures,
relevant laws and regulatory requirements

Yes Yes Yes Yes Yes Yes Yes

111206L6 Revision Yes Set policy to control data security and privacy 制定政策管理資料保安及私隱 6 SW Strategic
Management ITSWSM611A Set policy to control data security and privacy Yes Yes Yes Yes Yes

111207L6 New N/A Review the emerging technologies and cross-functional
strategies 審查新興技術和跨職能策略 6 SW Strategic

Management - - Yes Yes Yes Yes Yes Yes Yes

111208L6 New N/A Review the ethical and social issues for IT applications 審查資訊科技應用的道德和社會問題 6 SW Strategic
Management - - Yes Yes Yes Yes Yes Yes

111209L5 Revision Yes Establish a business continuity planning strategy 建立商業延續計劃的策略 5 SW Strategic
Management ITSWIS519A Establish a business continuity planning strategy Yes

111210L5 Revision Yes Formulate IT plan 擬定資訊科技計劃 5 SW Strategic
Management ITSWSM503A Formulate IT plan Yes Yes Yes Yes Yes

111211L5 New No Project the potential costs, benefits and ROI of IT project 預測資訊科技項目的潛在成本、效益和投資回
報率

5 SW Strategic
Management

ITSWGS524A
ITSWSM504A

Review and adjust business strategies and policies
Prepare a budget based on the IT plan Yes Yes Yes Yes

111212L6 Revision Yes Formulate global and local business strategies 制定全球和本地的業務策略 6 SW Strategic
Management

108015L7
ITCSSG503A
ITCSSG602A

Formulate global and local business strategy
Formulate global and local marketing strategies
Define business strategies and policies

Yes

111213L6 Revision Yes Formulate strategies on business relation management 制定業務關係管理策略 6 SW Strategic
Management

ITSWGS618A
ITCSSG508A
ITCSSG521A

Manage and maintain the portfolio and relationship with
business partners
Formulate partner/supplier relationship strategies
Manage and maintain the portfolio and relationship with
business partners

Yes

111214L6 Revision Yes Formulate human resource strategy 制定人力資源策略 6 SW Strategic
Management

108021L5
ITCSSG606A

Formulate human resource strategy
Formulate human resource strategies Yes

111215L6 Revision Yes Formulate vision and mission statements 制定願景和使命聲明 6 SW Strategic
Management

ITSWSM601A
ITCSSG601A

Formulate vision and mission statements
Formulate vision and mission statements Yes

111216L6 Revision Yes Establish and implement information management and
control policy 建立和實施資訊管理和保安政策 6 SW Strategic

Management

ITSWSM611A
ITSWSM506A

108022L5

Set policy to control data security and privacy
Collect and distribute disseminate information
Manage information strategy to facilitate product
development and marketing

Yes
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New UoC Code Mode of Revision Replace Existing
UoC? UoC Title UoC Title (Chinese) QF Level SCS Functional

Area

Revision /
director adoption

from existing UoCs
(if any)

Existing UoC Title IoT eSports
Technology

Information
Security Cloud AI/ML Data

Science
Strategic

Management

Relevant Areas

111217L5 Revision Yes Manage marketing and public relation plans 管理營銷和公關計劃 5 SW Strategic
Management

ITSWSM508A
ITCSSG403A

Manage product/services brand through the use of IT
Implement Public Relation Plans Yes

111218L5 Revision Yes Establish contingency and risk mitigation plans 建立應急和風險緩解策略 5 SW Strategic
Management

ITSWGS609A
ITCSSG501A
ITCSSG512A

Develop business continuity plans and disaster recovery
plans related to IT
Formulate risk mitigation strategies and plans
Develop business continuity and disaster recovery plans

Yes

111219L6 New N/A Develop marketing and public relation plans 制定營銷和公共關係計劃 6 SW Strategic
Management - - Yes

No. of UoCs involved: 36 29 36 30 23 32 16
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